Be Cyber Safe when Traveling

October 21, 2024

Stay secure on the go.

is observed globally as Cybersecurity Awareness Month, emphasizing the critical
importance of cybersecurity in our digital lives. Understanding emerging cyber risks is essential to ensure
our online activities at work and at home remain secure.

Previously we covered, how to spot phishing emails and safeguard your digital identity. This week's focus
is on ensuring safe and secure travel with your devices to help you avoid cybersecurity threats and stay
informed about potential risks while on the go.

Whether you are attending a conference or embarking on a personal trip, safeguarding your information
should always be a top priority.

When traveling with devices, it is crucial to use a proven secure platform for file transfers. These
platforms are designed to securely transfer larger files with minimal technical knowledge required. They
use encryption to ensure data security during transfer, providing a secure and reliable option for sending
and receiving files.

Safe and Secure File sharing: What You Need to Know:

e Corporate SharePoint: Allows specific access controls, ensuring sensitive documents can only
be viewed or edited by authorized users.

e OneDrive or Google Drive: Both provide secure cloud storage, making it easy to access and
share files from anywhere. You can enhance security by using password-protected links and
setting expiration dates for shared files. Regularly monitoring and removing access when
necessary is essential for maintaining security.

Check Risks and Secure Your Devices with a VPN

Before you travel, check risk level of your destination and exercise caution accordingly to the travel
advisory from the Government of Canada. Take extra steps if needed and ask your internet provider
about using a Virtual Private Network (VPN) before you travel, especially when using public Wi-Fi.

Be mindful of your surroundings when using mobile devices in public spaces, as cyber attackers are
always waiting for the perfect moment to strike.
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Additional Resources:

e Travel Advisory from the Government of Canada
e Top 10 Cyber Secure Travel Tips
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https://travel.gc.ca/travelling/advisories
https://travel.gc.ca/travelling/health-safety/cyber-safe
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcyberalberta.ca%2Fdisclaimer&data=05%7C02%7CPaul.Tam%40gov.ab.ca%7C8f031179a89f4521c7ad08dce6d7c83c%7C2bb51c06af9b42c58bf53c3b7b10850b%7C0%7C0%7C638639061700333518%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=Q38HRSx7cB6iJWiEIB5S92LY6xR0vJGppKSmR1xDuHc%3D&reserved=0
https://cyberalberta.ca/

