
The 4 Things
to Radically Focus on to get 

your Security Program off the 
Ground

Curtis L. Blais - Cybera’s Shared CISO
MAL, CCNA, CCNP, GCIA, GCFW, WCSP, CISSP, CRISC, CCSK

Harvard Cyber Risk Management

curtis.blais@cybera.ca



QR 

CODES



ENTP



22,254
34,888 



$9.5 Trillion

https://cybersecurityventures.com/cybersecurity-almanac-2024/



$9.5 Trillion

https://cybersecurityventures.com/cybersecurity-almanac-2024/





BLOG - Curt & Laureen - Africa 2023



Lift | Weight | Drag | Thrust = FLIGHT



RISK

RISK
CLASS
DESIGN

CONTROL



RISKRISK





!!! ???





The science behind dramatically better conversations | Charles Duhigg | TEDxManchester

https://youtu.be/lg48Bi9DA54?si=vAX1zeajoaFvb2wd
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IT Risk Management
ERM

Cyber Risks



250 Question

NIST CSF 2.0

Web Based Assessment

CMMI

RECOMMENDATIONS

1. 

2.

3.

4.



• Work from a common RISK understanding

• Likelihood x Impact = Risk → Action (KIS)

• Risk Register

RISK
“The Board doesn’t speak too many languages, 

but two they speak very well are: Business & Risk.”

~ Gerrit Bos



RISKCLASS



https://stockcake.com/i/excited-classroom-chaos_1220136_1050201
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“The grouping of organizational data 

into categories of similar sensitivity”

From an information security context, classification is:





1. Used throughout the CONTROL Section
2. Provides the framework to have productive discussions
3. Demonstrates a consistent approach to security treatment in an 

audit situation

Why is this important?



• Not Records Management
• Tagging EVERYTING is not required
• Critical for CONTROLS

CLASS
“In all chaos there is a cosmos, in all disorder a secret order.”

~Carl Jung



RISKDESIGN



ORGANIZATION ARCHITECTURE



How does structure influence what 

happens in the workplace? 

Essentially, it is a blueprint for officially 

sanctioned expectations and exchanges 

among internal players (executives, 

managers, employees) and external 

constituencies (such as customers and 

clients).
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Set up a Charter for the CISO

1. Provides mandate
2. Establishes authority
3. Makes way for compliance

Charter
Office of the CISO

1.
2.
3.
4.





CISO establishes an: Operational Model 
for Security Architecture

● Contributes to Enterprise 
Architecture

● Veto capability

5 Sections:

● Untrusted

● Semi-Trusted

● Trusted

● Restricted

● Management x 2



• Organizational structures are important
• CISO set/validate compliance with  Standards (Charter)
• Operational Model for Security (What) 
• Data is at the most protected level

DESIGN
The details are not the details. They make the design.

~Charles Eames



RISKCONTROL





“Modularity is a clunky word for the elegant 
idea of big things made from small things.”



Policy
Standard
Baseline
Guideline

Procedure

Greek | Politeia

“Course or Principle of action”

Gaelic

“Stand Hard”

18th century

“A base for measurements or calculations”

18th century

“A reference for action or, behaviors”

Latin

“"procedere" |"pro" (forward) and 

"cedere" (to go) | aka “steps forward”



Policy

Standards Procedures Guidance Baselines
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Social Science tells us:

•20% of compliance → ANTECEDENT

•80% of compliance →CONSEQUENCE



• Policy/Standards/Procedures/Guidance/Baselines
• Modularize!

• Scaled approval process
• Easier to find things

• Failure to meet Standards must have consequences

CONTROL
If you can't control your peanut butter, you can't expect to control your life.”

~ Bill Watterson (Calvin & Hobbes)



RISK - Common Understanding | Set Tolerance | Defined Actions

CLASS - NOT Records Mgmt. | No Department | Grouping Data

DESIGN - Organization Matters | Op Model for Security (the WHAT)

CONTROL - Modularize (Policy, Standards, etc.)| Consequences

SUMMARY
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• The Book: CyberDynamX

• The Site: cyberdynamx.com

Amazon.ca
Indigo.ca



Thank you!

Curtis L. Blais - Cybera’s Shared CISO
MAL, CCNA, CCNP, GCIA, GCFW, WCSP, CISSP, CRISC, CCSK
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curtis.blais@cybera.ca
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