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NEW YORK TIMES BESTSELLER

CHARLES
DUHIGG

Author of THE POWER OF HABIT

How to
Unlock the
Secret
Language of
Connection

superco
supercom
supercomm
supercommu
supercommun_
supercommuni
supercommunic
supercommunica
supercommunlcat
supercommunicato
supercommunicator
supercommunicators

THE THREE CONVERSATIONS

Practical Conversation Emotional Conversation
WHAT’S THIS HOW DO
REALLY ABOUT? WE FEEL?

Social Conversation

WHO ARE WE?

The science behind dramatically better conversations | Charles Duhigg | TEDxManchester
https://youtu.be/lg48Bi9DA54?si=vAX1zeajoaFvb2wd
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LIKELIHOOD x IMPACT = RISK

IMPACT

FINANCIAL Lose of over $4 million

nternational long-ter negative media coverage; game. changing loss
REPUTATIONAL " o e e

lof marker share

AL or EGUATORy | Cant prosecution and ines, Tt gation ncuing class actons, A( T I O N

LIKELIHOOD

of leadarship
I [Significant injuries or fatalities to employeas or third parties, such =
leustomers or vendors R I S K "
i iteri Risk Score and Treatment
Likelihood  Criteria PERSONNEL Multiple senior le aders leave —
. [Significant loss or permanent damage 1o Information Systems; e i .
Almost Certain INFORMATION TECHNOLOGY e:: J P " -w:u mrﬂ Syste Risk Definition Activity Description
* Up to once in two months or more FINANCIAL Risk Metrics | Consequence {Impact] | B Radically exceeds management’s risk tolerance. Eliminate, transfer or avold immediately
+ 80% or greater chance of occurrence over life of assetor project REPUTATIONAL National long-term negative media coverage: significant loss of market sttt Minimal Extreme i = Critical threat 1o the organization or its ability 1o | Management must placs 8 hagh priority on developing and
o Likely shore, ; - H achieve its missian ar business abjectives a o risk
igh LFGAL or REGULATORY _|Re i Joctlor corrertive action
. i i Hi s e for ernpl - Very High i Significantly exceeds management's fisk tolerance Hedge and Monitor (7- 30 days)
A *Oncein 1 year up tooncein 5 years ligh [ limited in-patient care required for emplayees ar third parties, such as b ] g‘
4 tomers or vendors mast
. i 3 5 itsability to /ace a priority on developing and/ar
65% up to 90% chance of accurrence over life of asset or project P [Some senior managers leave, high turmover of experienced s, not censin) e _ L womdior
. il ived. loyer of choi -
Medium |7 ible Y B g ey - High Excoeds managements risk olerance ‘Actively Manage (30-60 days)
+Oncein S years up to once in 10 years inFaRMATION TechnoLoGY |0 ! tho expected K0 uneiy) 5
2 i i — ! unlikely to pase 2 significant risk to the Management will develop 3 strategy to reduce the level of
* 35% up to 65% chance of occurrence over life of asset or project FINANCIAL Loss of 51 million up to S2 million _ — = organization as a whole but could still impact on that falls
< Unlikely REPUTATIONAL mnu.ul;:m lh!rm negative z o _ £ Medium . N [
o " . s AL or REGUATORY |ReRort of breach ta rogulator with immediate corection tabe D [ rosua e
* Oncein 10 years up to oncein 25 years Medium = Mewts management’s risk tolerance. Actively Monitor (semi-yearly or as required)
. . [Out-patient medical reatment required for employees or third parties, . (semi-yearly or as required)
+ 10% up to 35% chance of occurrence over life of asset or project 3 HEALTH cuth 25 Customers o venders Low - ) ) _
e e el ‘ Untkeytohave s sigificant impactonthe. | Mansgermant il st minimum, maintain existing sk
* Rare ER50) Rt fet mOER R ;"'“‘;N'V‘“‘":"""“ Po—r - organization as a whole or 15 abilty to schisve within
ome loss or damage to Information Systems; intermittent downtime;
i INFORMATION TECHNOLOGY corporate cbjectives the risk tolerance
* Once in 25 years or more possibla to achisve expected RTO Remote
i il {ra Below 7 i i req)
* < 10% chance of occurrence over life of asset or project FINANCIAL Loss of $500,000 up to $1million e ea)
REPUTATIONAL Local short term negative media coverage -
LEGAL or REGULATORY _|Reportable incide ni to regulator, no follow up 0 Unlikely to have any

awhole or its ability to achieve corporate
objectives.

HEALTH

No or minor inj third parties, such
[vendors Risk Score | Risk Rating

PERSONNEL problerns and inerease in turmover
Minimal loss or damagy Systoms; mini ;
possitle to exceed expected RTO

INFORMATION TECHNGLOGY

FINANCIAL Loss up to $500,000
REPUTATIONAL i remedied
LEGAL or REGULATORY _|Not reportable ta regulator Moderate
HEALTH Nainjuries uch vendors Tolorance
PERSONNEL Isolated staff dissatisfacti
INFORMATION TECHNOLOGY |\ loes or cumene tolok very limimd

|downtime; No need1o enact RTO




Lieutenant General Hallin
Discusses Reengineering
Air Force Logistics

Past Performance:

Picking Winners A

It makes good business sense to allow past
performance evaluation in the selection of

should it be implemented?

conlractors. The begging question is then: How ? s:]

Depot Operations Modeling
Environment
The DOME effort is almed al addressing some of the

mos! critical problems faced by Alr Force logistics-
related process redesign efforts.

Royal Flying Corps Logistic
Organisation

The logistic organisation developed by the RFC and
the support of deployed operations in France
Dbetween 1914 and 1918,

Also in this issue:
« Risk Matrix
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Risk Matrix: An Approach for Identifying,
Program Risks

Introduction

sk Mutrix is a structure llulpll)a\.]l that identifies which risks
are most critical 10 @ program and provides a methodology 1o
assess the potential impacts of o rigk, or set of rigks, across the
life of & program. The spproach wis devised by e acquisition
reenginecring tzam at the Al Force Electonic Sysiems Center
SC) in 1995, {4) Since January 1994, a number of ESC
mis. have inplemented Risk M.

T facilitase its use, The MITRE Corpora eloped a Risk
Matrix softwanc application. New analytical fearures wene alen
added a5 part of the softwure development, These include an
way 1o cross-check produced by Risk
well a5 am approach for measuring risk mitigation
«s. Built in Excel 510, the appli
e and can he wsed on either the Macininsh s PC
platforms. This article describes the onginal Risk Matrix,
recently added analytical feanres, and the software application.

Original Risk Matrix

I Risk Matrix, a risk refers to the possbilit
requirement cantot he met by available techac
mecring procedures or processes. The approuch focuses on
the requirements-technology pair as the basis for identifying
whether a risk exists to the program. A sample Risk Marix is

F

sk rati

B % c

ws-plat form

or by suitshle

ising, and Ranking

Paul R. Garve
Zachary F. Lansdown

shown in Table 1. Once a nsk (or set of nsks) is identified, the
subsequent steps in & Risk Malrix are: assess its potential
program impscts, hypothesize the probahility the risk will necar,
rate the risk acoonding to s predetermined scale, and document

Jusct Teeaans (1P im 2 workshop
whers of the program of

« need 1o work wgethes
o identity the program risks .|||.| to make the impact and

prubabiley ssments. The results are then entered nio the Risk
Matrix software application, or simply reconded on paper in the
upriale colummns. le | dlbusirasies the originad Risk Maris
developed in 1995, i4) Each column is defined as follows:
Reguiremenis. List (he program's reguirements

Typically, these come from two main soarces: bi |
s, such as the Ope

at (OKLY), and programmatic

Requiremer
requirements, such as thase listed in the Program
Munugement Directive (PMLY)

Techmalogy. Tist available rechnodogies that would help

meet each requirement. I ¢
ar is not matwre cnoagh u

techmobugy does mol exist
support the requinement, the
prosbability of o risk ovcurring becomses ligher

Reequiresent Technology Tisk T Feg | K WManageMitigate
(Threshold} |
1. VHF Single ARC-186 o Poor Design C |0 M |, Demonstration as Part of
Chasnel Source Selecton
Commnications | !
2. Talk SINCGARS | ARC-210 «  Algorithm C | 4160 H [,  Demonstration as Part of
ARC-201 Misumderatond Source Selection
GRC-114 | & ICD Problems . |
3 Talk 100 Miles ARCZI0 . Anienm S 6180 [ M [ Key Puameter of Test
| Performamee Program
4. GoOn A-10, F-16, | Technology o« Wroag Power Mi | 010 L |,  Aircraft Surveys Dising
JSTARS and venily Not Supply Ratings Ground Team Mecting
ABCOC Availuble «  Wrosg Comnectons
| o Cosite Problems |
5. Control Radio NiA o Hand to Get Pilot Mi [91-100 | H |,  Contml Head
With Control Head Consensus Demonstrations Early in
Program
6. Joint Program NiA o Different Users S 4160 | M [, Information snd Decision-
Office | | Miaking Sysiem
7. Schedube: 24 NiA o [Intcgraed Circoit 5 | 1140 M |, Incentivize On-Time
Mamths Defivery Lead Time Delivery
Tl 1. Sumphe Risk Matris Chart
18 Air Foreg Journal of Logistics

https://books.google.ca/books?id=K7XvC2q4oVIC
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Risks. Identify and describe the nisks that might prevent
wvailable sechnology from mecting eoch requirement
Impact (). Assess the impact the risk could have on the
program, A defoult scale is defined in Table 2
Probability of Occurrence (P). Assess the probability
the risk will occur, A default scule is defined in Table 3.
Risk Rating (R). Desermine the risk rating (either Low,
Medm, or High) by mapping each (£, P) pair into the
default matrix shown in Table 4,

Manage/Mitigate. The final step is o document the
team’s strategy to manage mitigate the nsk.

Borda Voting Method

Once a Risk Matrix is populated with a complete set of inpats,
questions anse such ax: Which sk i most critical? Where
should resources be allocated to climinate the most trosblesome
areas of the program? Because Table 4 supports oaly three
distinct ratings (High, Medium, or Low), Risk Matrix™s original

rating method necessanily vields an ordering with moay ties. In
the case of the sample Risk Matnix chart in Table 1. two risks tie
Tor first place (the High designations), four risks tie for the second
place {the Medium designations), and one risk is in third place
(the Low de jon). In an actual sppli of Risk Matrix,
seven risks tied foe first place, thiny-two for second place, and
nineseen for third place. With so many ties. it s difficult wo isolate
the most critical areas of risk from those that are less threatening
to the program.

To deal with ties, we incorporated a simple technigee from
voting theory into the Risk Matrix software application. The
techniqque is known as the Boeda methodd, (2.5,6) When applied
10 Risk Matrix, the Borda method ranks risks from most to beast
criticul on the basis of multiple evaluation criteria, as described
next.

Let N be the total number of risks, which is the same a4 the
number of rows in Risk Matrix. Let the index { denote a particular
risk and the index & denote a criterion. The ongimal Risk Mutrix

Tmpact Category Definition
Concal (C) An event that, 1f 1t ocsurresd, would case program (mlure Grabehity 10 achieve rmmmam
acceptsble requinements).
Sericus (S) An event that. if it occurred, would major chedule increases.
requirements may aot be achicved.
Moderate (Mo) An event that, if it occurred, would cause moderate costschedule increases. but imponant
requirements would seill be met.
Minor (Mi) An cvent that, if it occarred, would caly a small incrouse.
would still be achicved
Negligible (N) An cvent that. if it occurred, would have no cffcct on the program.
Thie 2. Wisk Matrin Tapnct Assessatients (i rative Defisitions)
Probability Range Tnterpretation
O-10% Very Unfikely to Oceur
11-30% Unlikely to Occur
41-60m May Occur About Hall of the Time
61-90% Likely 10 Occur
91-100% Very Likely 10 Ocour
Table 3, y of wr
Neghigible | Vinor Moderute Serious Critical
0-10% Low Low Low Medium Medim
11-40% Low | Low Medium Medium High
41-60% Low | Modium Medm Medium High
61-90% T Medium T Modiom Medium Medium T High
91-100% | Medium High High High | High

Table 4, Possibile Risk Rating Scale (1)

Volume XXII, Number 1

https://books.google.ca/books?id=K7XvC2g4oVIC
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Cyber Risks

IT Risk Management
ERM
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RISK

“The Board doesn’t speak too many languages,
but two they speak very well are: Business & Risk.”
~ Gerrit Bos

Work from a common RISK understanding
« Likelihood x Impact = Risk - Action (KIS)

. Risk Register
o A%,






. é
£ 4 = A0 P https://stockcake.com/i/excited-classroom:chaos 1220136_1050201
. _E W aa = | httpsi/istockcat



https://stockcake.com/i/excited-classroom-chaos_1220136_1050201




s . ~—Adaptalily EP‘ID‘*J'“"'Q AT gon

htE‘ " s h":"--'e e \JE_B‘“:-T
Ee'ﬂ'-' positive Cum‘%ﬂn . ‘::').Jnl: GDa [ rt’ Clr Enm C:ﬁ:br:;
n7 SY STEL ters 1 w ed 2;?;‘ d Betier retabi\ﬁ‘!
Lopeer Noigy m}.e i,

Adepy E_mml.zﬂull

aC y
CU d p\ue:aqyaﬁﬂ T.r'-ETE“'T'E“ D-:lta n t'l f Se ?Ecumm on
Meﬂtlnne sk ﬁ': unzeen IR T <t
g Les h - F”“teﬁ Nide  rait
nance Mﬂnagg
C.F

ediction Retated
Reg[r= Be e predi
RIlPHE Em ,|' nEfIS ocys 0
WD sTr b Ent Errhaﬁ;]zur E-.c.rr'pih.-&. ':'-*: ‘hW'LT-
DO Ayy X a 'n ed e Assignuﬂurs reeAY "EC fme
; E e OMmes

alith
Wa- % F‘F"' gyant

Fl11:||.:h

S ain Pipsling = <A L |
) h:f.‘“ﬁw guitanle App r o

, Behing peprti’
can:
cao oA B (v QA WSS -
EMNBb A" Classrr 2 soveral
. eSCaI;man Siflea ‘lmpﬂ.-[na{n(‘"ﬂﬂn

Maﬂ}' p Jariances 3 Mamed
n N
STr FeNathe na?ﬁg?;.lar — gﬂiﬂm P ngeanFva a



From an information security context, classification is:

“The grouping of organizational data
into categories of similar sensitivity”



€

Curtis U

Owner: Information Technology

Approved Date: DRAFT

INFORMATION CLASSIFICATION MATRIX {in order from the least to the most restrictive)

Classification Definition Examples Risk Impacts
[at limed oniy o ine example provided)
Public * Non-proprietary information that iz *  Coeporate public website = Little or no impact
created in the normal courss of s Communication materials such as brochures, advertising, sponscrships, s Minimal inconvenience if not
business that is unlikely to cause harm, Annual report (printad version) available.
s Ayailable to the general public s Approved Policy Documents
»  Student name, MajorDegree/Program
»  Campus map showing buildings, names, addresses, parking, lighted
pathways, emergency phones, stc.
s Emploves's workplace name. business contact information
Protected s Protected information may include s Draft Policy and planning documents s Unfair compstitive advantage
o) business information about how we *  Business procedure manuals = Low levels of financial loss to
effectively operate and conduct »  Btff mestings agendasiminutes the enterprise
_busmess as well as non-persanal s Intemal commurications * Disruption to business if not
'”f‘?"""at_o"'_ L s Application configuration and reference data (indl. flags, logically defeted and available.
Jra— * Agcess imited to indiduals (employees date stamps related 1o the system attrbutes
: and contractors, sub-contractors and = As of dates (incl. effective date, termination date)
agents) possessing aneed toknowdor | & |ndiidual grades, academic ranscript, class schedule, student coursswark
business-related purposes (role-based and examinations
acosss). . ap
# Informaticn is approprately secured and Soint g irployss 104
ot accessible by the public
Confidential #» Personal imformation thatincludes data | »  Persenal enrolment information (full name, birth date, death date, gender, #» Loss of reputation or
Froeems), ok publicly aua\labl_e_, financial ) heightweight, etc.) competitive advantage and
oF senzitve « D phic information (individual’s street address and postal code, city, parterships
uniquely assigned to an indidual (in province, e-mail address, indnadual’s contact phone numbes(s), signature, * Loss of confidence in
many cases for their lifetime and of high photograph, citizenship! immigration status) GURTIS U products or
importance, sven external to CURTIS UL [ »  Previous employer SEMiCES
personal health related information. «  Personal bank acct info - Electronic Funds Transfer (EFT), including transit | = Loss of personal or
» Details concerning the effective operation| number individusl privacy,
of CURTIS UL *  Employes Salary | Home Address humikiation and reputational
* Businzss ot financialibusiness s Passwonds harm
information provided to CURTIS Uin |+ Personal Health Number (PHN) of individual * Loss of trade secrets or
confidenca. *  Social Insurance Number (SIN) intellectual property
» Access andior ability to input or changs | o pedical history information (diagnostic and treatment) = Loss of business oppartunity
the information is limited to individuals in | & Personnel files — HR related information = Damage to partnerships
:speclﬁc :‘"ms"' aroup or role, for «  Third party business information submitted in confidence (in quatations o * Possibie legal action or
UsIness-related purposss. bids, billing rates of individuals) media attention
*  Bills for an individual or crganization * sk of identity thefu
s Intemal documentstion: marketing & unpublished academic research, survey financial loss
results, faculty plans, patent applications * Loss of employment
»  Payment Card Information
»  Driver's license/passport information
s Institutional Financial records | Donor records
* FOPfiles
»  Solicitor-client privileged material
*» _ Network/Digital Security confiaur or loging i
Restricted # Information whose loss, comuption or »  Executive documents = Significant damage,
Proecsacy, unauthorized digclosure would severely | »  Agresments/Signed Contracts including corporate
fharm the company’s reputation or *  Govemment brisfing documents reputation logs
business position resulting in financial, *  Annual report prior to public release + Significant financial loss to
reputation ot legal loss *  Strategic Flan CURTISU
* Access is specific to a named individual | o Crming investigations o liigation = Compromise of government
and is very limited. »  Shared secrets & Cryptographic private keys contracts/negotiations
* The explicit aoproval of the information » Destruction of relationships
owner iz required to release this with major customers
information, even to thoge with & need o #+ Compromise of legal position
know. * Lossoflife
Serious injury
Loss of public safety




Why is this important?

1. Used throughout the CONTROL Section

Provides the framework to have productive discussions

3. Demonstrates a consistent approach to security treatment in an
audit situation

N



CLASS

“In all chaos there is a cosmos, in all disorder a secret order.”

~Carl Jung

- Not Records Management
- Tagging EVERYTING is not required
 Critical for CONTROLS






ORGANIZATION ARCHITECTURE



Fourth Edition

Reframing
Organizations

Artistry, Choice, and Leadership

LEE G. BOLMAN
TERRENCE E. DEAL

Best-selling authors of LEADING WITH SOUL

How does structure influence what
happens in the workplace?

Essentially, it is a blueprint for officially
sanctioned expectations and exchanges
among internal players (executives,
managers, employees) and external
constituencies (such as customers and

clients).
7)
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CSO

What's next for the CISso role?

CSO Ha| of Fame inductees expect broader
responsibilities, More Pressyre and a higher level of
accountability in the Years aheaq

S 7 min, 'ead - { viey original

CSO Hayl of Fame inductees €xpect broader
responsibilities, More pressyre and a higher level of
accountability in the Years aheaq

As eXxecutive Vice President and CIso, Jerry Geisler js a top-leve|
€Xecutive at Walmart.

Mpany’s Commitment
sSecure Company,” he says,

\
lOle.
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Set up a Charter for the CISO

1. Provides mandate
2. Establishes authority
3. Makes way for compliance

e

4

Charter

Office of the CISO

* W DN
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CISO establishes an: Operational Model
for Security Architecture

e Contributes to Enterprise
Architecture
e \eto capability

5 Sections:

Untrusted
Semi-Trusted
Trusted
Restricted
Management x 2

PRODUCTION

UNTRUSTED

DEVELOPMENT

|

N\

No
Internet
Access

Internet
Access

p = Traffic Inspection
= Filtering

@S = |\|ansgement Traffic nitiation
N - Routing



DESIGN

The details are not the details. They make the design.
~Charles Eames

- Organizational structures are important

+ CISO set/validate compliance with Standards (Charter)
« Operational Model for Security (What)

- Data is at the most protected level
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[ Organizational Strategy & Business Objectives ]

AR

[ Line of Business Strategy & Business Objectives ]

IT Governance Framework
[ COBIT]

App Dev d InfoSec PMO
STRATE( __

STANDARDS J = o, —
GUIDELINES STANDARDS OPS S TANDARDS IT Arch. RDS HR
PROCESSES ' GUIDELINES GUIDELINES INES
RR PROCESSES RA PROCESSES ANDERD
| ! PROCESSES STANDARDS STANDARDS GUIDELINES
STANDARDS JANDARDS GUIDELINES GUIDELINES PROCES
GUIDELINES QUIDELINES
PROCESSES
PROCESS ROCESSES PROCESSES

N

N

CMMI

1SO-8001
VM Best
Practice

HR Best

Practice

PCI/ NIST

——
r l
ITIL
PMBOK
Prince, etc
1

1SO-27001

COBIT,
1S0O-31000,
PIPA, etc.

1S0O-900X
NIH, IEEE
TOGAF
Zachman




“Modularity is a clunky word for the elegant
idea of big things made from small things.”

HOW

THINGS
GET DONE

THE SURPRISING FACTORS
THAT DETERMINE THE FATE OF EVERY PROJECT,
FROM HOME RENOVATIONS TO SPACE EXPLORATION
AND EVERYTHING IN BETWEEN

BENT FLYVBJERG
and DAN GARDNER




Polic
Greek | Politeia / >~ y

“Course or Principle of action” / S ta n d a rd
=

Gaelic
“Stand Hard”

18t century /'B a Sg I i n e

“A base for measurements or calculations”

18t century /GUid;S“ne

“A reference for action or, behaviors”

_—~Procedure

“'nrocedere" |"'pro" (forward) and
""cedere” (to go) | aka “steps forward”



Standards Procedures Guidance Baselines



STANDARDS

?

PROCEDURES

STANDARD - Acceptable Use PROCEDURE - Exception Reqguest

STANDARD - Account Lockout PROCEDURE - Third Party Disclosure Approval
STANDARD - Backup PROCEDURE - Security Incident Response
STAMDARD - Cloud Vendor Security PROCEDURE - Risk Management

PO e PROCEDURE - IT Change Management
STANDARD - Data Classification | |

~

ALl al = RN i)

BASELINES

[ s |

STANDARD - Data Residency

STANDARD - Data Retention BASELINE - Android 5

STANDARD - Data Transmission BASELINE - Android 6

STANDARD - Database Security BASELIME - App Server Security
STANDARD - Electronic Media Disposal BASELIME - Mac i0S 10

STANDARD - Guest Wireless BASELINE - Mac iOS 10 Desktop

STANDARD - IT Change Management

STANDARD - Logging/Monitoring BASELINE - MS SERVER 2003

STANDARD - Major Risk Travel BASELIME - M5 SERVER 2008 R2

STAMDARD - Malicious Software Prevention Detection Eradication BASELIME - M5 SERVER 2012 R2

STAMDARD - Maobile Device Management BASELINE - MS SERVER 2016

STANDARD - Netwark Security BASELINE - MS SERVER DC 2012 R2
STANDARD - Passwords___ BASELINE - MS SQL Server 2012 Database
STANDARD - Patch & Vulnerability Management

STANDARD - Physical IT Security BASELINE - M5 SQL Server 2012 Instance
STANDARD - Privileged Account Creation & Management BASELINE - M5 SQL Server 2014 Database
e o o BASELIME - M5 5QL Server 2014 Instance
STANDARD - Risk Management BASELINE - Router Security
R STy e e poee

STANDARD - Security Training & Awareness

STANDARD - User Account Creation & Management

BASELIME - Switch Security
BASELINE - Web Server Security
BASELINE - Windows 10

1

STANDARD - Zones Architecture

BASELINE - Windows 7

STRATEGY
STRATEGY - Vulnerability Management
STRATEGY - Security Metrics & Reporting

GUIDELINES
GUIDELIMNE - Major Risk Travel
GUIDELIMNE - Passphrases
GUIDELIME - Segregation of Duties

CHARTERS
CHARTER - Change Advisory Board
CHARTER - Digital Security Team
CHARTER - IT Risk Management Team
CHARTER - Security Advisory Team
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AUTHORITY

This standard has been created under the authority of [STANDARD AUTHORITY] which maintains the right to ensure that this
standard is adhered to.

ENFORCEMENT

Any [ORGANIZATION] employee found to have violated this standard may be subject to disciplinary action including, but not
limited to, termination of employment. Any violation of the standard by a temporary worker, contractor or vendor may result in,
but not limited to, the termination of their contract or assignment with [ORGANIZATION]. As obligated by provincial and federal

laws, [ORGANIZATION] will notify appropriate law enforcement agencies when it appears that any applicable laws have been
violated.



MAXIMUM

100




MAXIMUM

Social Science tells us: I 0 0

*20% of compliance > ANTECEDENT

* 80% of compliance =2 CONSEQU ENCE



CONTROL

If vou can't control your peanut butter, you can't expect to control your life.”
y your p you can't exp ol y
~ Bill Watterson (Calvin & Hobbes)

 Policy/Standards/Procedures/Guidance/Baselines

- Modularize!
* Scaled approval process
« Easier to find things

« Failure to meet Standards must have consequences



SUMMARY

RISK - Common Understanding | Set Tolerance | Defined Actions
CLASS - NOT Records Mgmt. | No Department | Grouping Data
DESIGN - Organization Matters | Op Model for Security (the WHAT)
CONTROL - Modularize (Policy, Standards, etc.)| Consequences



RISK
CLASS
DESIGN
CONTROL



* The Book: CyberDynamX
* The Site: cyberdynamx.com

CyberDyhaX

The Art and Science of Building a # i3
Simplified Digital Security Program ) N g

Curtis L. Blais

«

Apress’

Indigo.ca
Amazon.ca g



Thank you!

Curtis L. Blais - Cybera’s Shared CISO
MAL, CCNA, CCNP, GCIA, GCFW, WCSP, CISSP, CRISC, CCSK
Harvard Cyber Risk Management

curtis.blais@cybera.ca
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