
Ransomware Payment Decision Process
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Note: consider 
countdown time – is 
there a time limit for 

payment?

If unsure that recovery from backups 
will be possible; go to 1.4 and consider 

the time limit in which to try the 
recovery / check backups

Prioritize 
incident

NOTE: PAYMENT OF RANSOM IS NOT 
RECOMMENDED HOWEVER THERE ARE 

OCCASIONAL SCENARIOS WHERE IT MAY 
NEED TO BE CONSIDERED

Do not bring backups
online/copy data across 

until incident is fully 
contained otherwise these 

may also be encrypted

Obtain file safely. If system is offline, it 
may be possible to bring it back online 
while isolated and in read-only mode 

(preventing further encryption occurring)

2.1 Analysis to confirm 
if decryption is possible

2.2 
Decryption 

method 
found?

2.3 Run test – ideally on 
isolated file (copied off 

main system)

4.5 Take (offline) copy 
of the encrypted files / 

the system

4.6 Run decryption 
process on the copy

4.7 Copy recovered back to main system 
OR run decryption process on the 

original if needed – Only after malware 
is all removed as per malware 

playbook

Start
1.1 Initial analysis to 

understand threat
1.2 Assess risk / impact

1.3 Possible
to recover data 
from backup / 

other?
4.8 Once incident / 

malware is contained 
and blocked; recover 
data from backups

If this fails, refer to 2.1 
and 1.4

1.4 Is there a 
need to consider 

responding to 
the demand?

4.1b Determine how a 
payment could be made

4.1a Raise to 
Executive Committee

4.3 Make payment from 
isolated ‘dirty’ machine / 

internet to get 
decryption key

4.4 Go to BC and DR 
processes if needed

5.1 PIR (alongside 
malware when 

incident finished)
Close

4.2 Is payment 
worth 

attempting?
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Ensure this is also kept offline to help 
prevent decryption process from going 

wrong. If this is after step 2.3, take ONLY 
a copy of the encrypted files, not the 

whole system

Run decryption process on 
offline copy and ensure 

malware is removed

Consider the price and the impact. 
Consider legal implications. Consider 

whether payments for this type of 
ransomware / threat actor have been 

successful for others – law enforcement / 
3rd parties may be able to assist with 

determining this

Note: consider 
countdown time –

is there a time 
limit for payment?

Consider ‘last known 
good’ of backups – i.e.

when did the encryption 
/ damage start?

Ensure 
backups are 

not also 
affected

Yes
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