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Weaponized Malware 101 S ‘ \ I
- Industrialization of digital exploits Su g
« Commercially available and employed S
by government agencies and private BN
entities
« Allows for unauthorized data =
collection from all spectrum of devices '
>
7
Successful Infections magazine: (» )

Magazine of 100 Successful infections
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A 18 Mew messages

User interface of management software
for Intellexa Predator spyware.
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Terminology

 Zero-Click

One-Click

Tactical Infection

Strategic ISP Infection

MITM

Command and Control (C2) Server
Spear Phishing
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The 'Preaator Files’ investigation shows what we have long feared.
that highly invasive survelllance products are being traded on a near
industrial scale and are free to operate in the shadows without
oversight or any genuine accountability. It proves, yet again, that
European countries and institutions have failed to effectively regulate
the sale and transfer of these products.

-Agnes Callamard, Amnesty International’s Secretary General
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Intellexa Alliance

« Best known for Predator Spyware with zero-click

Elintellexa  wv

oo Group of companies specializing in advanced spyware,
mass surveillance platforms, and tactical infection

systems

* Frequent rebranding and changes in corporate
structure, making its operations hard to trace.

« Ability to attack 2G/3G/4G/5G
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NSO Group

A
« Developer of Pegasus spyware ‘ ‘ “ ’
 Involved in high-profile legal battles with companies v
like Apple and WhatsApp NSO GROUP

» Real-time surveillance capabilities
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i RCS

a Cy4gate company

RCS Lab

« Italian surveillance company active for over 30 years
» Best known for Hermit: One-click spyware

» Found embedded in carrier branded applications
 Collaborates with local telecommunications providers
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P AR A G ON

Paragon Solutions

» Less known in the industry
« Zero-click WhatsApp exploit used a malicious PDF
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BLACKCUBE

Creative Intelligence

Black Cube

 Bluetooth Zero-Click Tactical Infection known as Arklys
« Assisted Harvey Weinstein to discredit his accusers
« Known to help companies with Corporate Espionage
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The New Frontier



< LIGHTHOUSE INVESTIGATIONS NEWSROOMS

REPORTS

the Rapid Support Forces. The sleek white Cessna flew in from Cyprus an(}if remained on the éround in \
Sudan’s capital for}f Just 45 minutes, fong enough to draw a disturbing line of connection between the
ferocious contest for power in Sudan and a spyware scandal roiling Greece.

Intellexa’s private Cessna, used for delivering malware to clients.

2. SGeneraI Terms & Conditions

All hardware and software shall be delivered to customer within ninety (90) days of
receipt of down payment.

= Delivery is subject to export and/or import control certification by the relevant European
authorities, as applicable

= Installation and Configuration at customer designated facility (subject to any Covid-19
Restriction (as such term defined under the agreement) may take up to two (2) weeks.

“ Intellexa shall submit to customer an invoice for each payment milestone.

= Standard Training course shall commence upon completion of installation at customer

facility (subject to any Covid-19 Restriction (as such term defined under the
T PRy TTITCT IO RNTU UTTARr goo IOrmainn &

“ Delivery method: Incoterms CIF.

= all Sonware snai become Taly operatonar (oficral CommissIoning) upon recelpt or a
milestone payments.

A leaked document details Cost Insurance and Freight (CIF) delivery.

How To Buy Your Malware

1. Sign the contract

2. They fly to you in a private plane
carrying your new surveillance
technology

3. Visit them on the tarmac
4. Collect your equipment
5. Fly into the sunset
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Operational '
Afttack Flow= -




1. Target Identification

* Phone Number
 Physical Proximity
« Casting a big net/scattershot
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2. Exploit Delivery

 Multiple attack techniques
 Leverage multiple CVEs
» Vulnerable iMessage, WhatsApp or FaceTime




3. Initial Exploitation

« Existing infection

» System log monitoring
« Developer mode

* Process monitoring

« Rooted or Jailbroken

* Proxy

 Root Certificates
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ALIEN vs PREDATOR
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~ A flowchart detailing the
ALIEN Startup Flow . various checks and actions of
ALIEN's startup flow.

Set Groups

ey Put ./data/local/
Se 5 = . .
et Permissions tmp/wd/.sh into cc Delete the File

to Shell s
shared memory

Setup shared
memory regions
pc2, veq, req

Set Permissions [nstlm"“ installd and
to system_server audioserver are up
and running

Wait until child
is done...

Execute

5 s . Create expected Creat:
Sel Permissions Write shell Create CIXDL ”( o Create t
to system_server to a font memaryiayout tor system_server_con
shared memory regions rol flow loop

Y A

Command

Set Permissions Alter insalld and audioflinger
that this portion has run

to Shell

Wiait for implant Get command Alert other
“ospawn “onAllen processes
N i and cleanup

Download it
using CURL

Run implant
next stage
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Edit Automation

Enable This Automation .
4. Persistence i
« Automatic re-infection for both Android When any of 44 apps are opened
and i0OS
« Optional add-on feature Do
« Module based 220080

Get Battery Level, URL, Get
Contents of URL, Base64 Encode,
Text, URL, and Get Contents of Web
Page

Ask Before Running .

Sample of an automation script installed by Predator.
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Type Directories

Messaging /data/data/com.samsung.android.messaging

Contacts /data/data/com.samsung.android.providers.contacts

/data/data/com.android.providers.contacts

/data/data/com.samsung.android.providers.media

/data/data/com.android.providers.media

5. Data Collection & Exfiltration A A

/data/media/0

/data/media

- Ability to target specific packages
based on the device manufacturer

 Stolen data uses a temporary directory
to hel p With eVidence Clea n u p after Telephony /data/data/com.android.providers.telephony
eXfi Itration Social media apps /data/data/com.instagram.android

/data/data/com.samsung.android.email.provider

com.google.android.gm

/data/data/com.facebook.orca

/data/data/com.twitter.android

Messaging Apps /data/data/com.skype.raider
/data/data/jp.naver.line.android
/data/data/com.whatsapp
/data/data/org telegram.messenger
/data/data/com.vibervoip
/data/data/com.tencent.mm (WeChat)
/data/data/org.thoughtcrime.securesms

M H H = ) i ! . i
List of directories that ALIEN /data/data/com.google.android.apps.messaging

targets for operation and
dat‘a CO//eCt/bn, ALIEN working directory /data/local/tmp/wd - This is the directory used by ALIEN to store the data

Browser apps /data/data/com.android.chrome




Your Google verification code

=&i=MTphYWxhYW4udHY6NDQzLDE6bW
Fub3Jhb255aW51Lm51dDo0NDM=6&s=2pvzPSYS674=

Sample of SMS that allows Pegasus to receive commands.

Delivery Network Delivery Vector Installation Server 6 St = U d t t d
oe ) (o0
Predator Agent [ee ) (¢+0 )

(Target Device)

0 « Scheduled Exfiltration
» Real Time Espionage

— o

Cyber Operation Workstation Ul
CNC Anconymization Network Core (CYOP)

Predator high-level server architecture
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7. Without a Trace

« Removes all evidence of infection
« Advanced self destruct mechanisms

« Remote capabilities to allow for further
targeting
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PGP Encryption

Message GpgOL

QI

® € N
Start Certificate | [Decrypt| Verify
Manager

Textbody

General
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Pidgin Messenger, OTR

{3 Off-the-Record Messaging

Config ‘VKnown fingerpri

My private keys
Key for account: | /3 (AIM)
Fingerprint: 59786189 ED7D6A17 D4ATEFB0 60EES8FI 270D161F

Default OTR Settings

V| Enable private messaging
[¥] Automatically initiate private messaging

Require private messaging

7| Den'tlog OTR conversations

/
\ OTR Ul Options
~
) [¥] Show OTR button in toolbar
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TextSecure, Axolotl Ratchet, Signal Protocol




Unencrypted Data at Rest

« Affects majority of apps that rely on
OS for protection

« Makes user a sitting duck in face of
weaponized malware

« Some developers use storage
encryption, but not necessarily well...
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Classification: Protected A



)l Protect
N Yourse
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SURVEILLANCE © WATCH ABOUT

THEY KNOW WHO YOU ARE.

IT'S TIME TO UNCOVER
WHO THEY ARE.

Surveillance Watch is an interactive map revealing the intricate connections

between surveillance companies, their funding sources and affiliations.
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Turning The Tables

https://www.surveillancewatch.io/
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What about alternative mobile operating systems?

@ CALYX @ lodé

GrapheneOS

C o(®-o

LINEAGE

AAAAAAAAAAAAAAA
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Weaponized Malware Protection

« Don't put sensitive information on a
digital device.

 If you must, use a dedicated secure
device ONLY for that purpose.

« Factory reset it regularly.

BEOSO®
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Thank you.

@ Geoff Green



	Slide 1: Weaponized Malware and Its Impact on Mobile Security Understanding the Threats   CyberAlberta 2025
	Slide 2
	Slide 3
	Slide 4
	Slide 5: Key Players
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12: The New Frontier
	Slide 13
	Slide 14: Operational Attack Flow
	Slide 15
	Slide 16
	Slide 17
	Slide 18: ALIEN vs PREDATOR
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24: Encryption Works, Until it Doesn’t
	Slide 25: PGP Encryption
	Slide 26: Pidgin Messenger, OTR
	Slide 27: TextSecure, Axolotl Ratchet, Signal Protocol
	Slide 28
	Slide 29
	Slide 30: Protecting Yourself
	Slide 31
	Slide 32
	Slide 33: What about alternative mobile operating systems?
	Slide 35
	Slide 36: Thank you.

