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• Industrialization of digital exploits

• Commercially available and employed 
by government agencies and private 
entities

• Allows for unauthorized data 
collection from all spectrum of devices

Weaponized Malware 101
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User interface of management software 
for Intellexa Predator spyware.
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• Zero-Click

• One-Click

• Tactical Infection

• Strategic ISP Infection

• MITM

• Command and Control (C2) Server

• Spear Phishing

Terminology
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Key Players
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The ‘Predator Files’ investigation shows what we have long feared: 

that highly invasive surveillance products are being traded on a near 

industrial scale and are free to operate in the shadows without 

oversight or any genuine accountability. It proves, yet again, that 

European countries and institutions have failed to effectively regulate 

the sale and transfer of these products.

-Agnès Callamard, Amnesty International’s Secretary General 
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• Best known for Predator Spyware with zero-click 
delivery

• Group of companies specializing in advanced spyware, 
mass surveillance platforms, and tactical infection 
systems

• Frequent rebranding and changes in corporate 
structure, making its operations hard to trace.

• Ability to attack 2G/3G/4G/5G

Intellexa Alliance
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• Developer of Pegasus spyware

• Involved in high-profile legal battles with companies 
like Apple and WhatsApp

• Real-time surveillance capabilities

NSO Group
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• Italian surveillance company active for over 30 years

• Best known for Hermit: One-click spyware

• Found embedded in carrier branded applications

• Collaborates with local telecommunications providers

RCS Lab
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• Less known in the industry

• Zero-click WhatsApp exploit used a malicious PDF

Paragon Solutions
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• Bluetooth Zero-Click Tactical Infection known as Arklys

• Assisted Harvey Weinstein to discredit his accusers

• Known to help companies with Corporate Espionage

Black Cube
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The New Frontier
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1. Sign the contract

2. They fly to you in a private plane 
carrying your new surveillance 
technology

3. Visit them on the tarmac

4. Collect your equipment

5. Fly into the sunset

How To Buy Your Malware

Intellexa’s private Cessna, used for delivering malware to clients.

A leaked document details Cost Insurance and Freight (CIF) delivery.
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Operational 
Attack Flow
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• Phone Number

• Physical Proximity

• Casting a big net/scattershot

1. Target Identification
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• Multiple attack techniques

• Leverage multiple CVEs

• Vulnerable iMessage, WhatsApp or FaceTime

2. Exploit Delivery
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• Existing infection

• System log monitoring

• Developer mode

• Process monitoring

• Rooted or Jailbroken

• Proxy

• Root Certificates

3. Initial Exploitation



Classification: Protected A

ALIEN vs PREDATOR

@Jimllpaintit
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A flowchart detailing the 
various checks and actions of 
ALIEN’s startup flow.
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• Automatic re-infection for both Android 
and iOS

• Optional add-on feature

• Module based

4. Persistence

Sample of an automation script installed by Predator.



Classification: Protected A

• Ability to target specific packages 
based on the device manufacturer

• Stolen data uses a temporary directory 
to help with evidence cleanup after 
exfiltration

5. Data Collection & Exfiltration

List of directories that ALIEN 
targets for operation and 
data collection.
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• Scheduled Exfiltration

• Real Time Espionage

6. Staying Undetected

Sample of SMS that allows Pegasus to receive commands.

Predator high-level server architecture
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• Removes all evidence of infection

• Advanced self destruct mechanisms

• Remote capabilities to allow for further 
targeting

7. Without a Trace
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Encryption Works, 
Until it Doesn’t
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PGP Encryption

Set the standard for digital 
encryption in 1991. Primarily 
for email and data at rest. 
Complex setup and use.
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Pidgin Messenger, OTR

Improvement over OpenPGP. 
Allows real-time chat. Lead to 
MITM attack protection. 
Inspired Signal Protocol.
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TextSecure, Axolotl Ratchet, Signal Protocol

Backbone of modern secure 
messaging since 2010. Allows for 
refreshing of public keys, encrypted 
group chat, instant messaging.
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• Affects majority of apps that rely on 
OS for protection

• Makes user a sitting duck in face of 
weaponized malware

• Some developers use storage 
encryption, but not necessarily well…

Unencrypted Data at Rest
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Protecting
Yourself
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Turning The Tables 

https://www.surveillancewatch.io/
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Privacy Washing Award 
goes to…
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What about alternative mobile operating systems?
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• Don’t put sensitive information on a 
digital device.

• If you must, use a dedicated secure 
device ONLY for that purpose.

• Factory reset it regularly.

Weaponized Malware Protection
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Thank you.
Geoff Green
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