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As organizations embrace modern cybersecurity 
architectures, cyber threats present new challenges 

to securing corporate networks.

This session explores the intersection of the dark 
web, Al, and cyber threat intelligence, revealing how 

cybercriminals exploit leaked credentials and 
sensitive data to bypass traditional defenses as well 

as how we can defend against them.

The Dark Web and AI: A New Era of Cyber Threats
with Hank Fordham



Hank the Hacker:
mentor, educator, and 
technology innovator

Adam the Antagonist: 
researcher, organizer, and 

crisis communicator

Hank Fordham & Adam McMath
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Dark Web as a Threat:
How did we get here?



Inherited 
Complexity,
Technical 

Debt,
Competing 

Priorities

2025

Technology Evolution

Web 1.0, Circa 1999
• Internet 

Connectivity
• Firewalls
• Trust Zones
• AV on Endpoints
• Distributed 

Computing
• 10bT Ethernet

Web 2.0, Circa 2009
• Mobility
• Rich Content
• Compliance
• Logs / SIEM
• Frameworks
• Cloud
• Data Science

Modern Workforce, 
Circa 2019
• “Identity is the new 

Perimeter”
• Remote Workers
• Privacy Legislation
• Advanced Persistent 

Threats
• Data and Traffic 

Analytics

Innovation Transformation Disruption



Traditional IT Environment

Trust Zones

Secure Enclaves

VPN

Public Cloud



Behind it all… the Dark Web

Invented by researchers at 
United States Naval Research 
Laboratory (NRL) in the 90’s

Enables anonymity through 
encrypted Communication

Used by whistleblowers, 
journalists, and people who 
could be oppressed for the 
information they want to share

Cybercriminals thrive here

Hank The Hacker



Behind it all… the Dark Web

Hank The Hacker



Microsoft sues hacking group 
exploiting azure AI for 

harmful content creation. 
Hackers were gaining access 

to LLM's to use them 
maliciously without the user's 
knowledge, potentially also 

racking up costs.

LLM Jacking

Cybercriminals leveraging Ai 
and the dark web for more 
effective data scraping and 

intelligence gathering, 
making target discovery and 

compromise less difficult.

Data Collection 
and Analysis Cybercriminals developing 

complex Large Language 
Models (LLMs) for malicious 

purposes like developing 
malware or phishing 

campaigns and generating 
harmful content.

Malicious Language 
Models

Cybercriminals stealing 
API keys and credentials to 
gain access to Ai tools like 
ChatGPT and Azure Ai for 

malware and phishing.

API and Credential 
Theft

How the Dark Web Enables Hackers

Hank The Hacker



How the Dark Web Enables Phishing

Hank The Hacker



Dark Web Commoditized Malware

Hank The Hacker



Dark Web Commoditized Obfuscation

Hank The Hacker



Dark Web Credential Stuffing

Hank The Hacker



71%
Chance of 

exposure

71%
Chance of 

exposure

January 2025 Dark Web Statistics

Hank The Hacker



90%
Chance of exposure

Average Increase

205%

Hank The Hacker

December 2025 Dark Web Statistics



AI Trends: Enhanced Phishing 

Hank The Hacker

https://www.ncsc.gov.uk/report
/impact-of-ai-on-cyber-threat



AI Trends: Vibe Coding

https://www.databricks.com/blog/passing-security-vibe-check-dangers-vibe-coding

Hank The Hacker



AI Trends: AI Code Repos

https://thehackernews.com/2025/12/researchers-uncover-30-flaws-in-ai.html

Hank The Hacker



AI Trends: Dead Internet Theory

https://www.youtube.com/watch?v=_zfN9wnPvU0

More than just bots 
talking to bots: “In an 
online world where 

money is made with 
attention… 

AI truly has the potential 
to destroy the internet 

irreversibly 
by making it harder to 

tell what is true.”

Hank The Hacker



Defenses for Dark Web Attacks:
Cyber Threat Intelligence, 

IT Modernization



Technical Cyber Threat Intel

Indicators of 
Compromise;

Tools, 
Techniques, 
Procedures

SIEM Stix
Taxii
UTM

LLM and 
Agentic AI



• Detects brand and trademark infringement
• Monitors social media for account and profile 

impersonations of the organization and executives

Brand Intelligence

• Public sentiment analysis
• Social media account threat monitoring

Social and News

• Inventory and monitor internet-facing technology 
assets

• Monitor IP address infrastructure, websites, domain 
names, and email configurations

External Technology Exposures

• Monitor surface, deep, and dark web sources for 
compromised credentials, documents, personal 
information, and other sensitive information

• Showcases historical details about previous 
breaches

Data Leakage & Dark Web

• Monitor third parties for public breaches or dark-
web related activity

• Score-card to identify vendor and third-party 
exposure attributes 

Third Party Risk

• Digital footprint monitoring of key corporate 
officers

• Individual-focused sentiment analysis and brand 
contributions

Executives & VIPs

• Monitoring threat actors in a target industry 
vertical

• Monitoring, filtering, and curating cyber news

Cyber Insights

• Fraudulent / phishing domain names and 
websites

• Social media impersonations
• Flexible package options

Takedown Services

Organizational Cyber Threat Intel



Cyber Threat Intel Source Examples



Traditional IT Environment

BAM!
all of your stuff 

for some reason



IT Modernization with Zero Trust

Identity Devices Networks Apps and 
Workloads

Data

Business Goals and Objectives

Traditional

Advanced

Initial

Optimal

Based on NIST 800.207, the U.S. Cybersecurity & Infrastructure Security Agency (CISA) developed the 
Zero Trust Maturity Model:

Governance
Automation & Orchestration

Visibility & Analytics



Identities

Devices

Networks

Apps & 
Workloads Data

Examples:
Products

Protections
Anomaly Detections

Security Tools

Iterative Steps, Take One



Networks

Apps & 
Workloads Data

Visibility & 
Analytics

Iterative Steps, Take Another

Identities

Devices



Iterative Steps, Take More!

Devices

Networks

Apps & 
Workloads Data

Automation & 
Orchestration

Identities

Visibility & 
Analytics



Identity
Management

Device
Management

Network
Management

Apps & 
Workloads

Management

Data
Management

Automation & 
Orchestration

Visibility & 
Analytics

Data 
Management 
Governance

App & 
Workload 

Governance

Network 
Governance

Device 
GovernanceIdentity 

Governance

A Zero Trust Journey, Over Time



Get Your Data Governance in Order… NOW

Beware the Overshare: 
the unwitting insider threat of, “I 
clicked a button and everything 

worked, so we must be good, right?”

Inappropriate Retention:
“I might need this some day”, and “I 

don’t want to risk someone yelling at 
me for not having this.”

Data Governance Before CoPilot:
“Locking in Tenant” doesn’t eliminate risk. 

Copilot will aid your users in finding 
everything you didn’t even know you had, 

and no-one will tell you.

• Sensitive information stored with 
no access controls in both on-
prem folders and SharePoint 
Online

• Mailbox permission 
misconfigurations, including VIPs

• Live data in test databases

• Sensitive records in “archive” 
folders

• Stale user accounts, some with 
years of inactivity

• ‘Export to CSV’ from HR and 
Accounting System nightmares

Consistent Challenges: ‘Surprises’ we almost 
always uncover:



Human Inoculation

Our technology users are more 
tech savvy than ever before…

but the boundaries of what people 
can DO with tech have never been 

blurrier.

Cybersecurity and Information Technology 
Professionals: “the call is from heroism; will 

you accept the charges?”

We’re learners
We can be educators

Engage in meaningful conversations
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