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Summary 
On 4 September 2026, IDScan confirmed a data breach exposed more than 171 million North American identity 

records, increasing the risk of identity theft and subsequent fraud for affected residents, including Albertans. 

Details 
Since at least 31 August 2026, a dark-web identity theft service named “Nexus” advertised digital scans of more 

than 171 million North American identity records on Exploit—a Russian based cybercriminal forum. Exposed 

records allegedly included 1.1 million Canadian drivers’ licenses. Other exposed identity record types include 

travel documents, health insurance cards, immigration status documents, and employment authorization 

documents. 

 

On 1 September 2026, KrebsOnSecurity reported the identity records exposure originated from a breach affecting 

the identity verification service IDScan.1 This assessment was subsequently confirmed on 4 September 2026 

when IDScan disclosed their data breach.2 

IDScan announced support for the new 2026 version of Alberta government issued driver’s licenses, 3 

demonstrating their identification scanning products are likely used by Alberta-based organizations. Archived 

customer testimonials and case studies indicate IDScan’s products are frequently used by many sectors, 

including police departments, border services, car rental agencies, shipping companies, liquor resellers, and 

cannabis resellers.4 

On 15 September 2026, the Royal Canadian Mounted Police (RCMP) stated they are aware of the IDScan data 

breach and of an ongoing U.S. FBI investigation into the matter but declined to comment on an active 

investigation.5 As of 18 September 2026, the Office of the Privacy Commissioner of Canada (OPC) is also 

engaged with IDScan to ensure their compliance with Canadian privacy laws and their obligations under the 

Personal Information Protection and Electronic Documents Act (PIPEDA).6 

Assessment 
CyberAlberta Threat Intelligence assesses that the identity records of Alberta residents are likely included in the 

IDScan data breach. This assessment is supported by the widespread adoption of IDScan products across North 

America and by the prevalence of the related sectors operating within Alberta. However, Albertans should also 

consider that exposure could result from identity verification outside of the province, such as renting a car or travel 

elsewhere in North America. 

 
1 https://krebsonsecurity.com/2026/09/fbi-probes-service-selling-153m-drivers-licenses/ 
2 https://idscan.net/notification-data-security-incident/ 
3 https://idscan.net/blog/new-alberta-drivers-license-and-id-card-format/ 
4 https://web.archive.org/web/20260312165704/https://idscan.net/case-study/ 
5 https://globalnews.ca/news/12058464/drivers-license-hack-north-america-rcmp/ 
6 https://globalnews.ca/news/12063349/drivers-licence-hack-canada-privacy-commissioner/ 
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Recommendations 
Canadians that believe they have been targeted by identity fraud or identify theft should follow the 

recommendations provided by the Office of the Privacy Commissioner of Canada.7 Alberta residents should also 

review the identity theft information provided by ServiceAlberta.8 9 

 
7 https://www.priv.gc.ca/en/privacy-topics/identities/identity-theft/guide_idt/ 
8 https://www.alberta.ca/identity-theft 
9 https://open.alberta.ca/publications/identity-theft 


