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I would not be presenting about ChatGPT 4 without having been inspired by Daemon’s brilliant 
presentation following the 2023 ICS2 Security Congress
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Agenda
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Ethics
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Ethics

Privacy by design

Compliance by design

Third party disclosure

Hallucinations
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Demo 1
Be smart getting started 

with ChatGPT 4
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Getting started
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https://openai.com/
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Privacy-informed settings
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Privacy opt-out

https://privacy.openai.com
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“Profile” settings
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What would you like ChatGPT to know 
about you to provide better responses?
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Background:
I am an information security consultant working for Fujitsu, a global IT services firm. I am 
responsible for managing the cyber security consulting function across North America. My 
particular specialty is governance, risk and compliance. My pronouns are he/him/his. Outside of 
work, I love backpacking in mountains and forests.

Objectives:
Consulting: Keeping up to date on consulting theory and "soft skills" with a particular interest in 
applying strategy to information security.
Compliance: Keeping up on major IT and OT security standards including ISO 27001, NIST-CSF 
and IEC 62443.
Risk: Improving my understanding of information security risk methodologies and approaches.
Privacy: Keeping up on changes to privacy theory and regulation.
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How would you like ChatGPT to 
respond?
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Responses should be formal, unless otherwise stated. The information presented should be as current as possible. Offer 
recommendations on improving the output. The following are shortcuts that can be used in prompts to abbreviate the 
longer associated text.

/list: provide a list of all short codes currently configured in my custom instructions
/sum: summarize the following transcript in detail in point form.
/longsum: summarize the following in a detailed, well structured manner that can be shared with colleagues.
/patch-alert: Generate a brief summary of newly released security patches along with a list of affected systems within the 
organization.
/risk-assess: Conduct a quick risk assessment on a specified system, application, or process. Provide an estimated risk score 
and recommended mitigations.
/comp-check: Assess compliance with a specified standard (e.g., GDPR, HIPAA, ISO 27001) and provide a compliance score 
along with any non compliant areas.
/inv-review: Perform an inventory review and list all hardware and software assets, highlighting any that are unaccounted 
for or unsecured.
/user-audit: Provide an audit report on user access rights, specifically looking for overly permissive or unnecessary 
privileges.
/incid-report: Produce a standardized incident report form for a specified cybersecurity event, including key facts, affected 
systems, and immediate action items.
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Demo 2
A security compliance project
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ISO 27001:2013 to 2022 Transition
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ISO 27001:2013 to 2022 Transition
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ISO 27001:2013 to 2022 Transition
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Make a document
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Reference a URL

06 March 2024 FUJITSU-PUBLIC 19



Building the document
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Proposal
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Making a Gantt chart

06 March 2024 FUJITSU-PUBLIC 22



Making a Gantt chart
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The chart
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Demo 3
Vulnerability scan analysis
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Feeding the monster
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Upload the 
CSV
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Check that your data 
was parsed correctly
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/inv-review
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/risk-assess
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Hallucinations
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Final thoughts
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Ethics

Privacy by design

Compliance by design

Third party disclosure

Hallucinations
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Ask for suggestions
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/sum
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Ask about specific 
challenges
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/sum
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Questions?
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